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Hacker News
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Slashdot
"WRBREI N — M AHFERITAINMNY, XEZE "5k IRELE/NE) NRIZRLIESLRIME,
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Twitter

Dan Kaminsky: “Mosh £ SSH Transport ZIMEITEEZAMRERIGREIAIE. ZEX Mosh, HIREE SSH
HBERE TREEN. "

0 "B 2FRINRRELE? BFAEEHREREREEEBiRC— &% UDP+OCB, "

Kaminsky: "MIEFNZEBERHRF . FF DTLS @KMESAFLEE,
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Twitter (£%)
Moxie Marlinspike: "BAKIE MIBEXLZEHNABENRE, R SSH BEE7T ., BEFZHSMEEL TLS B,
Kaminsky: “{RINEEEHE1% BEAST BRFHURRS S TG ?"

Moxie: 'BERNT. CBC EHEEHMETEAEAT, FAGEEXKRE. BEENE. HME& TS
—k. MPNERLER THETX. E8EECENSHE.



Mosh 4w BEIRMNZ 2R

TLS:

SSH:

goto fail (Secure Transport)
GnuTLS verify (GnuTLS)
Heartbleed (OpenSSL)
Lucky Thirteen

BEAST

CRIME

POODLE

FREAK

Logjam

2013 RC4 attacks

memory corruption attack
X11 trust race condition
weak tty permissions
password limit circumvention

root password auth bug

HENZEN "NEE" 158

unfinished roaming feature allows private key extraction

command injection to xauth

Mosh:

(BrRTALLREENNZ 2IFR)
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il
ERSEREEN.
INRBEEARIRE.
Bug 2EHIIAL3#2A0. THALH/, Bug i,
Feynman S S: (RAINATR B SERBIE, (BRETAEtL T sRoiE B1T.
SFReM, RENRBETE2XE.
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HRER (K& HBEEN

23 20 FRIRRSFIRIT,  SSUTLS RESSIMSZRMFHE bug, LUETYTRHENESEHES,
"BoaF" BifFRERESIEAYIRE, B TLS geseak Ik,
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Hacker News

“EHEE 2016 FA  C  EEMREIFNA ERERSEELRIWIK BRPETXRZTF,
E I B TR A FF RIS,
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NEREEMLENZ 2R

TLS:
goto fail (Secure Transport) — K51k
GnuTLS verify (GnuTLS) — ZRFiLE

Heartbleed (OpenSSL) — i1k
Lucky Thirteen — >kfLE

BEAST — ZRpALE
CRIME — KRBALE
POODLE — kpA1E
FREAK — >RBfLE

Logjam — KBALE
2013 RC4 attacks — >RBALE

SSH:
memory corruption attack — 2Rp1k
X11 trust race condition — >kl
weak tty permissions — SKfLE
password limit circumvention — KffLE
root password auth bug — kBj1LE
roaming stub allows private key extraction — BBf 1t

command injection to xauth — ZK51E
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RITHREREIBESKEBKRT
IRRAY: "NERE"
IRROERR: "Haskell”
BIAIFREIRZ: “JavaScript, Python, 8% Ruby on Rails”
HIHE eval FNESBAIEREERE.
Java (IR LICREA K.
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“URESE” HIEIY
1. —EEB CHTEINZMYL.
2. "&E" BEHAHILRE.
3. HTTPS 2.
4,
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HTTPS A4 EHAIE

FE—ZkB8 173 KATBEBENNTE, ZAN TG RER URL =i WHOIS
BRI E T EE IR IEERRAIIR S EEIIE— A (RIEEEBHE).
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HTTPS By IEHH=7E55

RIEMIZISERIRSUHES, TN RS SRR ERIB0.
TEUE, TR, IRBEIERIRSSRSDRICR, BRBILHE.
BEERIN T BREEFRSIIE.

fRIEE 173 RFAFERIATPRUEHT—ZIEHE.
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Pinning k17

T EST 7 (R HSTS SLEEESERIIRSSHIEP!

Mk ITEEsRR TOFU, SNSRERFE—XIAREIZEL CA RHT —NERIEREAN?
% &K Google, Apple. Microsoft 1 Mozilla E{RHIIRSS SEIEH i miE RN e 28 h!
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Pinning 11

M BAMEET . BR FIN—EBPERXERE, (AT BAEXMENN SIS TREALE.

PR % pin (R AR IR CA AR NRAPRET AWE R CA BEEE  pin
B SE R E B E RO TR,

Mk AR S BRRNACCHE ARF RIB AT ?

@& WS ARERRSEETEY, ME HTTPS THEIX—RiE—TSiZMR et TREIALG. BT pin
TRER IEFRAISIE, BEA IR SEBRERASNRT,
BMNEEEDHH. FIRSAERFNFELSXHMZ FA X,
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Pinning 111
Wuh: £24 pin Y, Z2VDR5R—MABRES: "EHSEIERIABNESG. R,
IR USRI IXEE, MK R ESE,

EAXERFSHNEFFRARAE, FAXAR—MREANES.

M3k NREF RABIR" T, (RAZKIT R R ES!

I BREEBAIRINE SRS BIATIIR T, BAISRETRNM. FIIRSEEM AZ/EXEHE.
M3k {REEE DRI ATREHX IS ?

I #&: lol no
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FRIE A B
FIRER RN, BACIHRANRREIRREEBET LR,
PRIz FUR A XA IR,
{REIRIUE T E A NOZAA TR B SR M B KA T.
R ERSH/UNRH RE T I RIFAAS =R B R E BRI,

BEFRMCE: FIE. FRALHIAIE 8 "fFF Google &R" / " Facebook ZEHR" / OpenlD
Connect,
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BIEMRZRIZE X

BIE{R2% (Forward secrecy)

HEZHZERNEET, A t FE— "B | ERERETE u FE— RBRSEY .

AIEMRE: FERTE) u ZER A ZRENEMEL AFESHITERIBERE t ZRgRIBRIZESL,

(Bfatt, t TRERRTRERN, u BIMEHEHEEERR T (RIFZSTENZAS I LURE ZZH AR, )
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i Bl 2 Z Y
KLEREHRIIRRS,
{BR, WEEAHE TR,
PFERIAE BT Wi-Fi eSS LTE SHESHR MBS,
HANZ BN E CHRE X T RTINS,
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inEin R E 2R (5D

SK, IHERREBRE R AR T E IR,
IR REEERIE, RIS RS E R I,
B BEINREL RS .

HIERARR— 10 ETHIRESEURHZ ST,
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R R IR
Bl T S S HOR K HERIE B8, LB 8 g lae?
(1755 Blindbox, TBRENBEEN. RikE)
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GNU

HENZER

emacs, 1987458

spook. el --- spook phrase utility
for overloading the NSA Iine eater
Just before sending mail, do M x spook.

A nunber of phrases will be inserted
into your buffer, to help give your
nessage that extra bit of attractiveness
for autonated keyword scanners.

Hel p defeat the NSA trunk traw er!

"R 15
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WHBRFESER FISA iR, 20024
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AR, 20054128
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ATRT; Z4R AN, 20065F4H
BALITR)



HENZ2R NSE" 155

USA Today, 2006558
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1L/RETHIR, 20064568
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FISA {&IFE, 2008478
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Snowden X {#, 2013410H
BRLOTE)
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1. —EEB CHTEINZMYL.
2. "&E" BEHAHILRE.
3. HTTPS 2.
4. BB RN,
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7. Snowden M4 ARRIZMEZEEHATITA.
8. REEEHEEIRIAN, EAFITTREEIR,
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nytimes. com, 2016528
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XAZESRENER
REBASEREWET— "EMIBCHTENR" HRFMME SSH. GPG. OpenSSL, Apache &
Mosh RIHIEE. BITEARIZ,
FRIBT = ERTTEEIRBRIALINER.
SRRBEEARERBERATTHERER NEaNEH A ARIEE0RT, (Retals T IEE—32.
BEAFAERE.
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1. —EEE CHIEINEDY.
. "RE BEAAIBLRE,
. HTTPS 2171,
. BRBIAE 2R,
. FIREIBEEWER, X2,
IREIR RSN, BREERFN,
. Snowden XHAARROZBEFARITA,
8. REEENEMEHENN, EARITTEEEIR,
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