Note 6

CS 70 Discrete Mathematics and Probability Theory
Spring 2026 Sinclair, Song HW 04

| Celebrate and Remember Textiles

You’ve decided to knit a 70-themed baby blanket as a gift for your cousin and want to incorporate
rows from three different stitch patterns with the following requirements on the row lengths:

e Alternating Link: Multiple of 8, plus 3
* Double Helix: Multiple of 3, plus 1
* Crossover: Multiple of 7, plus 6

You want to be able to switch between knitting these different patterns without changing the num-
ber of stitches on the needle, so you must use a number of stitches that simultaneously meets the
requirements of all three patterns.

Find the smallest number of stitches you need to cast on in order to incorporate all three patterns
in your baby blanket.

Solution: Let x be the number of stitches we need to cast on. We want x to satisfy the following
system of congruences:

x=3 (mod 8)
x=1 (mod 3)
x=6 (mod 7).

We can use the Chinese Remainder Theorem to find such an x.
e Wehaveni =8,n,=3,n3=7,soN=28-3-7=168.
* We have ay =3,a, = 1,a3 = 6.
* We want to find u,us,u3 such that y; = 1 (mod »;) and u; =0 (mod n;) for j # i.

Defining u; := & ((g)_] (mod nl)) ensures that u; satisfies the properties above.
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= %((%)—1 (mod 8))
=21(217"  (mod 8))
=21(5"' (mod 8))
=21-5

=105

— () o m))
168( 1681 (1hod 3>>

=56(56"" (mod 3))
=56(27" (mod 3))
=562

=112

= ()" (mod )

nj3 nj3
= 172 ((17§)_1 (mod 7))
=24(2471  (mod 7))
=24(3"" (mod 7))
=24-5

=120

Putting it all together to find x:

X =aiuy +axuy +azus
=3-105+1-1124+6-120
= 1147
=139 (mod 168)

So the smallest x that satisfies all three congruences is 139. Therefore we should cast on 139
stitches in order to be able to knit all three patterns into the blanket.
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Note 6

Note 6

2 Sparsity of Primes
A prime power is a number that can be written as p’ for some prime p and some positive integer i.
So, 9 = 32 is a prime power, and so is 8 = 23. 42 = 2.3 .7 is not a prime power.

Prove that for any positive integer k, there exists k consecutive positive integers such that none of
them are prime powers.

Hint: This is a Chinese Remainder Theorem problem. We want to find n such that (n+1), (n+2),

.., and (n+k) are all not powers of primes. We can enforce this by saying that n+ 1 through
n—+k each must have two distinct prime divisors. In your proof, you can choose these prime divisors
arbitrarily.

Solution:

We want to find n such that n+ 1,n+2,n+43,...,n+ k are all not powers of primes. We can
enforce this by saying that n + 1 through n 4 k each must have two distinct prime divisors. So,
select 2k primes, py, p2, ..., P2k, and enforce the constraints

n+1=0 (mod pp2)
n+2=0 (mod p3ps)

n+i=0 (mod pyi_1p2i)

n+k=0 (mod pa—1pax).
By Chinese Remainder Theorem, we can calculate the value of n, so this n must exist, and thus,

n—+ 1 through n + k are not prime powers.

What’s even more interesting here is that we could select any 2k primes we want!

3 Euler’s Totient Function

Euler’s totient function is defined as follows:
o(n)={i: 1 <i<n,ged(n,i) =1}
In other words, ¢(n) is the total number of positive integers less than or equal to n which are
relatively prime to it. We develop a general formula to compute ¢ (n).
(a) Let p be a prime number. What is ¢ (p)?
(b) Let p be a prime number and k be some positive integer. What is ¢ ( pk)?

(c) We want to show that if gcd(a,b) = 1, then ¢(ab) = ¢(a)d(b). Let us proceed by direct
proof, and assume that gcd(a,b) = 1 for the subparts of this problem.
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(i) Show that for z=x (mod a), if ged(x,a) = 1, then ged(z,a) = 1.

(ii) Let X be the set of positive integers 1 < i < a such that gcd(i,a) = 1 (i.e. all numbers
in mod a that are coprime to a), and let Y,Z be defined analogously for mod b,ab
respectively. Use the Chinese Remainder Theorem to show that there is a bijection
between X X Y and Z.

(iii) Use the above parts to show that ¢ (ab) = ¢(a)¢(b).

€1 ,,€2

(d) Show that if the prime factorization of n = p|'p,* - -- p,i", then

_ ypi—l
(])(n)—ng o

Solution:

(a) Since p is prime, all the numbers from 1 to p — 1 are relatively prime to p.

So, ¢(p) =p—1.
(b) The only positive integers less than p* which are not relatively prime to p* are multiples of
22

Why is this true? This is so because the only possible prime factor which can be shared with
pXis p. Hence, if any number is not relatively prime to p*, it has to have a prime factor of p
which means that it is a multiple of p.

k

The multiples of p which are < pXare 1-p,2-p,...,p*"'- p. There are p*~! of these.

The total number of positive integers less than or equal to p* is p.
So¢(p) =p*=pt=p 1 (p-1).

(¢) (1) z=x+ ka for some integer k. Then, x = z — ka. By contraposition, if z and a both have
a nonzero common divisor d, then z — ka is also divisible by d, and therefore so is x.

(ii) We will construct a bijective function f : X x Y — Z. Given (x,y), a tuple from X,Y
respectively, we will construct an instance of CRT using the equations

z=x (mod a)
z=y (mod b)

Since ged(a,b) = 1, we know that there exists a unique solution z (mod ab) to these
equations by CRT. As the name suggests, we want to show now that z € Z. Using the
previous part, we can conclude that ged(z,a) = 1 and ged(z,b) = 1. Since ged(a,b) =1,
we can conclude that ged(z,ab) = 1, which indeed shows that z € Z. Since the CRT is
bijective, we have therefore established a bijection between X x Y and Z.

(iii) Since |X| = ¢(a), |Y| = ¢ (D), then ¢(ab) = |Z| = |X x Y| = ¢(a)9 (D) by the bijection
established in the previous part.
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(d) Applying part (c) inductively, we conclude that

¢(n) = o(py' Py~ p)

o k pl_l e
_H o
i=1 Pi
k

pi—1
=n
,-IJ Pi

4 RSA Practice

Note 7 Consider the following RSA scheme and answer the specified questions.

(a) Assume for an RSA scheme we pick 2 primes p = 5 and ¢ = 11 with encryption key e =9,
what is the decryption key d? Calculate the exact value.

(b) If the receiver gets 4, what was the original message?

(c) Encrypt your answer from part (b) to check its correctness.

Solution:

(a) The private key d is defined as the inverse of ¢ (mod (p —1)(¢ —1)). Thus we need to
compute 97! mod (5—1)(11 — 1) = 9~! mod 40. Compute egcd(40,9):

eged(40,9) = eged(9,4) [4 =40 mod 9 =40—4(9)]
=eged(4,1) [1 =9 mod 4=9-2(4)].
1=9-2(4).

1 =9—2(40—4(9))
=9—2(40)+8(9) =9(9) — 2(40).
We get —2(40)+9(9) = 1. So the inverse of 9is 9. Sod = 9.

(b) 4is the encrypted message. We can decrypt this with D(m) = m? =4° = 14 (mod 55). Thus
the original message was 14.

(c) The answer from the second part was 14. To encrypt the number x we must compute x* mod
N. Thus, 14° =14 (14>)* = 14-(31?)2 = 14- (26°) = 14- 16 = 4 (mod 55). This verifies
the second part since the encrypted message was supposed to be 4.
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h  Tweaking RSA

Note 7 You are trying to send a message to your friend, and as usual, Eve is trying to decipher what the
message is. However, you get lazy, so you use N = p, and p is prime. Similar to the original
method, for any message x € {0,1,...,N — 1}, E(x) = x° (mod N), and D(y) = y? (mod N).

(a) Show how you choose e,d > 1 in the encryption and decryption function, respectively. Prove
the correctness property: the message x is recovered after it goes through your new encryption
and decryption functions, E(x) and D(y).

(b) Can Eve now compute d in the decryption function? If so, by what algorithm?

(¢) Now you wonder if you can modify the RSA encryption method to work with three primes
(N = pgr where p,q,r are all prime). Explain the modifications made to encryption and
decryption and include a proof of correctness showing that D(E(x)) = x.

Solution:

(a) Choose e such that it is coprime with p — 1, and choose d = e~ (mod p—1).
We want to show x is recovered by E(x) and D(y), such that D(E(x)) = x.
In other words, x*/ = x (mod p) forall x € {0,1,...,N —1}.
Proof: By construction of d, we know that ed = 1 (mod p — 1). This means we can write
ed =k(p— 1)+ 1, for some integer k, and x¢d = xk(p=1)+1,

* xis a multiple of p: Then this means x = 0, and indeed, x*/ =0 (mod p).
* x is not a multiple of p: Then

ed xk(p—l)-H (mod p)

X
=xr=Dx  (mod p)

= 1% (mod p)

x (mod p),
by using FLT.
And for both cases, we have shown that x is recovered by D(E(x)).
(b) Since Eve knows N = p, and d = e ! (mod p — 1), now she can compute d using EGCD.

(c) Let e be co-prime with (p —1)(¢—1)(r—1). Give the public key: (N,e) and calculate
d=e"! (mod (p—1)(g—1)(r—1)). People who wish to send me a secret, x, send y = x°
(mod N). We decrypt an incoming message, y, by calculating y? (mod N).

Does this work? We prove that x*/ —x =0 (mod N), and thus x* = x (mod N).

To prove that x*) —x =0 (mod N), we factor out the x to get

x- (x4 — 1) = x- (KP=Dlg=Nl=D+1=1 _ 1) because ed = 1 (mod (p—1)(g—1)(r—1)).
We now show that x - (x¥(P=1)(a=D(=1) _1) is divisible by p, g, and r. Thus, it is divisible by
N,and x* —x=0 (mod N).

To prove that it is divisible by p:
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* if x is divisible by p, then the entire thing is divisible by p.

* if x is not divisible by p, then that means we can use FLT on the inside to show that
(xp_l)k(q_1>(’_]) —1=1-1=0 (mod p). Thus it is divisible by p.

To prove that it is divisible by ¢:
* if x is divisible by ¢, then the entire thing is divisible by q.

* if x is not divisible by ¢, then that means we can use FLT on the inside to show that
(x¢~1YkP=D(=1) _1=1-1=0 (mod g). Thus it is divisible by g.

To prove that it is divisible by r:
* if x is divisible by r, then the entire thing is divisible by r.

e if x is not divisible by r, then that means we can use FLT on the inside to show that
(" Hkp=D@=1) _1=1—-1=0 (mod r). Thus it is divisible by r.

6 Self—crades

Make sure to review the self grades post on Edstem and submit your selfgrades for the previous
homework assignment on Gradescope! This is just a reminder to do so, no need to submit anything
for this question.

Solution: Submitted the previous homework selfgrades on Gradescope!
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